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eperi® Cloud Data Protection for Microsoft 365

Cloud applications are the focus of attackers. 
With eperi® Cloud Data Protection, your data 
is worthless in case of data theft.
Microsoft Office Suite solutions are among the most 
widely used applications by businesses worldwide. 
With Microsoft 365, these applications move to the 
Cloud, enabling you to collaborate seamlessly and 
easily at scale with colleagues and customers around 
the world. The question is, how secure is the Cloud? Is 
data protection guaranteed within the framework of 
compliance requirements with regard to the GDPR?

             YOUR ADVANTAGES

>  Fast and easy to implement

>  Flexible Template architecture

>  Solution can be used “out of the box” - 
thanks to preconfigured Template

>  Transparent Gateway concept: no 
installation on user or SaaS side. The end 
user does not notice any difference

>  All Microsoft 365 applications can be used 
smoothly, in the usual way

>  Critical data leaves your company only in 
unreadable form. The data is worthless to 
unauthorized parties

>  You have sole control over and access to 
your data

>  Central compliance management reduces 
the risk of unauthorized data access

>  Data protection in all lifecycles: data-at-
rest, in-transit and in-use

>  Save money with security solutions that are 
no longer needed

Anyone who encrypts your data has access to 
your sensitive and personal data. (With BYOK and 
HYOK also the Cloud provider).

Not the Cloud provider, but each company is 
independently responsible for compliance with 
the GDPR.

Only with Technical and Organizational Measures 
(TOMs) that are independent of Microsoft is 
Microsoft 365 GDPR compliant. 
Read more

With eperi® Cloud Data Protection for Microsoft 365 you are on the safe side. The eperi® Gateway offers an 
ideal complement to the Microsoft 365 product’s own security and data protection features.
Key management and encryption are performed exclusively under the control of your own company. Critical 
data is encrypted before it leaves the company and is transferred to the Cloud. Not only do you protect your 
data, but you also meet internal and external compliance requirements.
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The eperi® Gateway

Do not compromise!

eperi® Cloud Data Protection for Microsoft 365

The eperi® Gateway is the basis of the eperi® Cloud Data Protection 
solutions. It is connected as a transparent layer between Microsoft 365 
and the company’s own infrastructure.
The flexible Template architecture is an integral part of the Gateway. 
The Templates are XML files that describe which data in the data 
stream should be encrypted or tokenized, tailored to your individual 
needs. You can integrate further Templates, for example for Salesforce, 
SAP SuccessFactors, your own applications as well as other SaaS and 
web applications into the eperi® Gateway at any time. 

The eperi® solutions can be quickly integrated into existing 
IT infrastructures without changing them. End users use the 
applications in the usual way without any functional restrictions 
(search, sort, etc.).

Contact us!
Eperi GmbH
Gutenbergstraße 4-6
64319 Pfungstadt
Germany

More information

 > Mail

 >  Calendar

 >  Teams

 >  OneDrive

 >  SharePoint

 Supported applications  Function support

 >  Search and sort

 >  Auto Discover

 >  Exchange – Hybrid 

 >  Migration

 >  Without plugins

User

To: bob@abc.com
Re: Contact
Hi, could you call this

customer back?

Cloud

To: bob@abc.com
Re: En_k19fn5lf9
En_k408t3ajhf 
gn84GZ8t3ajhfzgn

eperi
Gateway

Nobody can prevent data from being stolen; but with the 
eperi® Gateway you prevent the stolen data from being 
used.


